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See How Bsafe/Global Security Protects.

The following document shows how Bsafe/Global Security protects your iSeries by presenting a
collection of typical security events and how they can be prevented or reported. All items are
discussed in greater depth in the Bsafe/Global Security on-line user guide.

Before Trying the Examples Provided

If you want to try out the examples yourself, 3 important conditions must first be set for each server.

1. The appropriate secure gateway must be activated. This can be easily checked by selecting
the View > Secure Gateway option from the Bsafe/Global Security Manager. If not activated,
activation must be done from the Bsafe green screen main menu.
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2. If your system is not yet fully implemented, that is to say, if there are still users who have not
yet been give all their required permissions, make sure that Applications Permission on the
System Defaults screen is allowed at the default level as shown above. This is important
because once reject is defined (the next step, below) all other users who do not have
permission to the server will be rejected also.

See System Defaults screen, below.
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3. If you want to prevent access, the On Unauthorized Access on the System Defaults screen
must be set to Reject. Remember - once reject is defined, all other users who do not have
permission to the server will be rejected also, unless access is given as the default (see 2.

above).

Warning or Reject?

As mentioned above, the examples shown in this document are examples of rejection. When first
using the product many system administrators don't fully realize that by defining Reject, as
described, they are cutting off access to all users not authorized. This may cause frustration as
users you've not yet given access to, will not have access to functions they need.

An alternative way, and our recommended method, of seeing how Bsafe/Global Security protects
your iSeries, is to define Warning, rather than Reject. This will not stop access as shown in the

examples but rather will log a warning message in the Bsafe log.

A final word of caution to allow you to run you tests as smoothly as possible. If you do switch the On
Unauthorized Access parameter to Reject for the purpose of the trying the example, remember to

set it back to Warning when you have finished each test.

The examples below show how Bsafe/Global Security denies access in different situations.

The following examples are given:

The FTP Server.

The Database Server using Client Access’ File Transfer.
The Remote Command Server using RMTCMD command.
The Passthrough Server using the STRPASTHR command.
The DDM Server using DDM files.

The Signon Server using Telnet login.

IDS (Intrusion Detection System) Alerts.

System Audit Reports.

ONoUA~WNE

1. The FTP Server.
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The user starts FTP from his PC and connects to the iSeries.

WINNT" System32h ftp.exe

Connected to 9.7.9.55.

228—QTCP at S65A2D9B.AS48051DOMALIN.

2280 Connection will close if idle more than 15 minutes.
Hzer (2.92.2.55:<{nonel?: neil

331 Enter password.

Password:

238 HNEIL logged on.

ftp> cd neil

258 "WEIL" is current librawvy.

ftp>

By use of the FTP get command, the user copies a file from the iSeries to his PC.

WINNT" System32h ftp.exe

Connected to 9.7.9.55.

228—QTCP at S65A2D9B.AS48051DOMALIN.

2280 Connection will close if idle more than 15 minutes.
Hzer (2.92.2.55:<{nonel?: neil

331 Enter password.

Password:

258 "WEIL" is current librawvy.

ftp> get salaries

238 PORT subcommand request successful.

158 Retrieving member SALARIES in file SALARIES in library HNEIL.

258 File transfer completed successfully
Etp> 168 bytes received in B.B845econds 4 ZBthteo/aec.
tp

The FTP server Send Files function can be restricted by Bsafe/Global Security as follows:
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Make sure the FTP Server Send Files permission checkbox for the account is cleared. If you want
the operation to be prevented, the On Unauthorized Access option for FTP Server in the system
defaults must be set to Reject. Otherwise, set it to Warning to simulate the protection and have the
product record a warning message in the log.

Once the FTP server Send Files function is restricted, the operation is prevented, as follows.

WWINNT System32 ftp.exe

Connected to 9.7.9.55.

228-QTCP at S65A2D7B.AS48@51DOMALIN.

228 Connection will close if idle more than 15 minutes.
Uzer (2.7.2.55:<none2>: neil

331 Enter password.

Password:

238 HEIL logged on.

ftp> cd neil

258 "HEIL" iz current library.

ftp> get salaries

2880 PORT subcommand reguest successful.

158 Retrieving member SALARIES in file SALARIES in library NEIL.

258 File transfer completed successfully.

ftp: 168 bytes received in B.P45econds 4.25Khytes/sec.
ftp> get salaries

208 PORT subcommand request successful.

558 Regquest rejected.

ftp>

Other selected FTP functions can be restricted in the same way. Alternatively, you can prevent the
user accessing the FTP server altogether by clearing the checkbox at the server level, for that
account.

The event is logged in the Bsafe Audit. If Reject was set, the event appears as follows.
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If Warning was set, the event appears as follows.
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2. The Database Server using Client Access’ File Transfer.

Here is an example of how TCP file transfer is prevented by restricting access of the user to the
database server.
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Make sure the Database permission checkbox for the account is cleared. If you want to prevent
access, the On Unauthorized Access option for Database in the system defaults must be set to
Reject. Otherwise, set it to Warning to simulate the protection and have the product record a
warning message in the log.

Start Client Access file transfer. When prompted, enter User ID and password.
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After authentication, attempt the transfer operation.

If Reject is set (see above), the operation fails — the connection to the database server cannot be
made.
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The event is logged in the Bsafe Audit. If Reject was set, the event appears as follows.

If Warning was set, the event appears as follows.
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Note:

The above describes communications using TCP/IP protocol. When using SNA communications file
transfer uses the file transfer server. In this case, marking and clearing the file transfer permission
will have the same effect as in the above example.

3. The Remote Command Server using RMTCMD command.
Make sure the RMTCMD permission checkbox for the account to restrict is cleared. If you want the
operation to be prevented, the On Unauthorized Access option for RMTCMD in the system defaults

must be set to Reject. Otherwise, set it to Warning to simulate the protection and have the product
record a warning message in the log.
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Display the Windows command line by pressing the windows Start button, select Run, type ‘cmd’
and press Enter.

Enter your command as shown below. Note that the remote command will be available only if Client
Access is installed.

After pressing Enter, Client Access prompts for user ID and password, if there is no current
connection open.

http://www.bsaf esol uti ons.com/downl oad/See%%20How%20Bsafe iSeries¥%20Protects... 20/07/2004



See How Bsafe/Global Security Protects Page 11 of 21

Enter User ID and password as requested.

Now the execution of the remote command is attempted.

If Reject is set (see above), the operation is prevented by Bsafe/Global Security, clearly shown by
the message received.
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The event is logged in the Bsafe Audit. If Reject was set, the event appears as follows.

If Warning was set, the event appears as follows.
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4. The Passthrough Server using the STRPASTHR command.

A session may be established on your iSeries by executing the STRPASTHR command from a
remotely connected iSeries as shown in the following example.

The following screen is displayed while the connection is made.

When the connection has been made, the Sign On screen of the target computer is displayed.
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The user may then sign on as a user of the target computer.

Now, to prevent this kind of access for a user, make sure the Pass Through permission checkbox
for that account is cleared. If you want the operation to be prevented, the On Unauthorized Access
for Pass Through in the system defaults must be set to Reject. Otherwise, set it to Warning to
simulate the protection and have the product record a warning message in the log.
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The command is repeated and the connection attempt made.

If Reject is set (see above) the connection is rejected with an APPC failure - activate session timed
out.
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5. The DDM Server using DDM files.

A DDM file is a file created on one computer which points to a file located on a remotely connected
computer. It is created with the CRTDDMF command.

The DSPPFM command on a local file actually displays the contents of the remote file, as follows.
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To restrict access by user, make sure the DDM permission checkbox for that account is cleared. If
you want the operation to be prevented, the On Unauthorized Access option for DDM in the system
defaults must be set to Reject. Otherwise, set it to Warning to simulate the protection and have the
product record a warning message in the log.

If Reject is set (see above), the operation is rejected, as shown below.
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6. The Signon Server using Telnet login.
To restrict signon by user, make sure the Signon permission checkbox for the account is cleared. If
you want the operation to be prevented, the On Unauthorized Access for Signon in the system

defaults must be set to Reject. Otherwise, set it to Warning to simulate the protection and have the
product record a warning message in the log.

Activate Client Access signon.
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If Reject is set (see above), Bsafe/Global Security prevents the connection taking place - the
following error is given after entering user ID and password

7. IDS (Intrusion Detection System) Alerts

Bsafe/Global Security for iSeries has an instant alert facility. The following alert definition is for a
change in any system value.

A user who has access to the CHGSYSVAL command, makes a change to the system value
QMAXSIGN
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The Bsafe/Global Security IDS picks up the event and sends an alert as follows.

8. System Audit Reports

Bsafe/Global Security provides over 60 security reports plus the option of defining your own.
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The System Value Change report as follows lists all changes in system values including the
changing of QMAXSIGN shown above.

The administrator runs the System Value Change report to see all changes in system values.
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